California Prison Health
Care Services:

Improper Contracting Decisions and Poor Internal Controls

January 2009 Report 12008-0805

CALIFORNIA

STATE AUDITOR




The first five copies of each California State Auditor report are free. Additional copies are $3 each, payable by

check or money order. You can obtain reports by contacting the Bureau of State Audits at the following address:

California State Auditor
Bureau of State Audits
555 Capitol Mall, Suite 300
Sacramento, California 95814

916.4.45.0255 Or TTY 916.445.0033
OR
This report is also available on the World Wide Web http://www.bsa.ca.gov
The California State Auditor is pleased to announce the availability of an on-line subscription service. For
information on how to subscribe, please contact the Information Technology Unit at 916.445.0255, ext. 456,
or visit our Web site at www.bsa.ca.gov.
Alternate format reports available upon request.

Permission is granted to reproduce reports.

For questions regarding the contents of this report,
please contact Margarita Ferndndez, Chief of Public Affairs, at 916.445.0255.



e hudior CALIFORNIA STATE AUDITOR

Doug Cordiner Bureau Of State AUd|tS

Chief Deputy

555 Capitol Mall, Suite 300 Sacramento, CA 95814 916.445.0255 916.327.0019 fax www.bsa.ca.gov

January 22, 2009 Investigative Report I12008-0805

The Governor of California
President pro Tempore of the Senate
Speaker of the Assembly

State Capitol

Sacramento, California 95814

Dear Governor and Legislative Leaders:

Pursuant to the California Whistleblower Protection Act, the Bureau of State Audits presents its
investigative report concerning acquisitions of information technology (IT) goods and services
by California Prison Health Care Services (Prison Health Services) with the assistance of the
Department of Corrections and Rehabilitation (Corrections). When Prison Health Services
discovered that some of its IT acquisitions had been made with a single vendor in 2007 and
2008 without complying with either the state contracting process or the alternative contracting
processes established by a federal court, they requested that we investigate the matter.

This report concludes that staff at Prison Health Services ignored state contracting laws, as well
as the alternative contracting requirements established by a federal court, when it acquired
$26.7 million in IT goods and services in a noncompetitive manner from November 2007
through April 2008. Specifically, Prison Health Services used 49 purchase orders to acquire
$23.8 million worth of IT goods from a single vendor when it should have sought competitive
bids. It also contracted with the same vendor to provide $2.9 million in IT services again without
using a competitive process. Further, staff at Corrections helped to execute the purchase
orders for Prison Health Services after initially questioning the propriety of the process used.
Consequently, the State cannot be certain that Prison Health Services spent $26.7 million in
public funds prudently or that it received the best value for the money spent.

Respectfully submitted,

ELAINE M. HOWLE, CPA
State Auditor
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and Corrections’ Business Services’ staft had been armed with a
sufficient understanding of the state and alternative contracting
requirements to determine that what Prison Health Services was
attempting to do was improper, and they had the authority to halt
the processing of these purchase orders upon discovering their
impropriety, the State may have avoided the unlawful expenditure
of more than $11 million for 45 of the 49 purchase orders for IT
goods that we discuss in this report.

Prison Health Services’ Work Environment Discouraged Sta  From
Raising Concerns About Contracting

We observed that Prison Health Services created an environment
that discourages Corrections’ staff working both inside and

outside of Prison Health Services from raising concerns about

its contracting practices. Specifically, we observed a sense of
trepidation among staff about slowing any of Prison Health
Services’ projects even when acquisitions for the projects did not
appear to adhere to state policies or procedures. For example,
Manager B asserted that when she was advised by Corrections’
Business Services that although the 45 purchase orders were
improper under state law because they were for IT goods that were
not covered by a statewide contract, she was also told by Manager A
that the goods being sought were related to one of Prison Health
Services’ time-sensitive projects and she should do whatever she
could to expedite them as acquisitions made pursuant to the federal
court order that waives state contracting rules. Consequently,
Manager B did not question the explanation given concerning these
purchase orders and expedited them as directed. However, had she
raised concerns about the need to abide by state contracting laws
or had a thorough understanding of the court-approved alternative
contracting processes, Prison Health Services may not have
acquired the IT goods in a noncompetitive manner, in violation of
state law and the requirements of the federal court.

Recommendations

To ensure the consistent application of proper contracting
procedures for acquiring I'T goods and services, Prison Health
Services should do the following:

+ Require employees with procurement and contracting
responsibilities to attend training at regular intervals regarding
state contracting processes.
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+ Formally communicate to purchasing and contracting staff at
Prison Health Services and Corrections the meaning of the
federal court’s waiver order and the correct procedures that must
be followed to use the alternative contracting processes approved
by the court.

+ Develop and document contracting procedures for staff to
follow when acquiring I'T goods and services under existing
state processes.

+ Develop and document the contracting procedures for staff
to follow when acquiring I'T goods and services under each of
the three alternative contracting processes approved by the
federal court.

+ Specify in writing who at Prison Health Services has authority
to sign contracts and purchase orders under the state and
alternative contracting processes, and distribute this information
to employees who have responsibilities regarding procurement.

+ Establish internal procedures to ensure there is documentation of
approval from the receiver or his designee to make an acquisition
under each of the three alternative contracting processes.

+ Ensure that prior to staff selecting a method for acquiring an
IT good or service, the proposed acquisition is reviewed by an
appropriate staff member to evaluate whether the method of
acquisition is proper.

+ Ensure that when contracts and purchase orders are being
processed by staff at either Prison Health Services or Corrections
for IT goods and services, an appropriate staff member will
evaluate the proposed acquisition to determine whether it is
proper and has the authority to halt the acquisition until any
suspected impropriety has been resolved.

To ensure that the State follows applicable contracting laws,
Corrections should establish a protocol for communicating with
Prison Health Services’ executive management when it becomes
aware of any potential violations of state contracting laws.

January 2009
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We conducted this review under the authority vested in the California State Auditor by Section 8547
et seq. of the California Government Code and pursuant to applicable investigative standards.

Respectfully submitted,

ELAINE M. HOWLE, CPA
State Auditor

Date: January 22, 2009

Investigative Staft: Russ Hayden, CGFM, Manager
Siu-Henh Canimo, CFE
Legal Counsel: Steven Benito Russo, JD

For questions regarding the contents of this report, please contact
Margarita Fernandez, Chief of Public Affairs, at 916.445.0255.
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Appendix
THE INVESTIGATIONS PROGRAM

The California Whistleblower Protection Act (Whistleblower

Act) contained in the California Government Code, beginning
with Section 8547, authorizes the Bureau of State Audits (bureau),
headed by the state auditor, to investigate allegations of improper
governmental activities by agencies and employees of the State. The
Whistleblower Act defines an improper governmental activity as
any action by a state agency or employee during the performance
of official duties that violates any state or federal law or regulation;
that is economically wasteful; or that involves gross misconduct,
incompetence, or inefficiency.

To enable state employees and the public to report suspected
improper governmental activities, the bureau maintains a toll-free
Whistleblower Hotline: (800) 952-5665 or (866) 293-8729 (TTY).
The bureau also accepts reports of improper governmental activities
by mail and over the Internet at www.bsa.ca.gov.

Although the bureau conducts investigations, it does not

have enforcement powers. When it substantiates an improper
governmental activity, the bureau reports confidentially the details
to the head of the state agency or to the appointing authority
responsible for taking corrective action. The Whistleblower Act
requires the agency or appointing authority to notify the bureau of
any corrective action taken, including disciplinary action, no later
than 30 days after transmittal of the confidential investigative report
and monthly thereafter until the corrective action concludes.

The Whistleblower Act authorizes the state auditor to report
publicly on substantiated allegations of improper governmental
activities as necessary to serve the State’s interests. The state
auditor may also report improper governmental activities to other
authorities, such as law enforcement agencies, when appropriate.
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(Agency response provided as text only.)

California Prison Health Care Receivership Corp.
501 J Street

PO. Box 4038

Sacramento, CA 95812-4038

January 15, 2009

Elaine M. Howle, CPA
California State Auditor
Bureau of State Audits
555 Capitol Mall, Suite 300

Re: January 2009 Investigative Report No. 12008-0805 Regarding California Prison Health Care
Services and Department of Corrections and Rehabilitation

Dear Ms. Howle:

I want to thank you and your staff for your evident professionalism in investigating and documenting the IT
contracting concerns which | brought to your attention shortly after my appointment in late January, 2008.

As you know, back in 2002, Governor Gray Davis called on me to assume the State CIO role in the aftermath
of the Oracle contracting problem. Within a few months of my appointment back then, it was clear that

the problems with IT contracting were broader than just Oracle. Among other things, | discovered

that the e-government project, which was responsible for establishing a state “portal”early in the Davis
Administration, had been implemented through a series of utterly inappropriate, serial short-term sole
source contracts that had been strung together over a period of years with a single vendor at an overall cost
to the State in the millions. Working with key executives in the Davis Administration, we shut down those
contractual relationships and put IT procurement and project management back on sound footing.

After several years of effort, we were even able to junk the old, improperly-procured portal in favor of

a portal implemented entirely by a small team of state employees, proving that we don't always need
expensive consultants to make significant progress in state IT matters. That new portal is garnering national
attention, as noted by the Little Hoover Commission in a recent report:

“Due in large part to the efforts of the state’s previous chief information officer [i.e., the current Receiver],
who created a strategic plan for California information technology, the state’s reputation for technological
sophistication has improved. In a few years, California has gone from the back of the pack to near the front.
The Center for Digital Government placed California in the No. 5 position in its most recent ranking of
tech-savvy states. The state's Web site also hs improved dramatically, earning recognition and awards for
its customer-service features” Little Hoover Commission, “A New Legacy System: Using Technology to Drive
Performance,” p. ii (November 2008).

My experience as State CIO made me quite sensitive to process issues in IT procurement. That is why, when
it came to my attention, shortly after my appointment, that some of the IT contracts executed during my
predecessor’s tenure may not have followed appropriate state laws and policies, | immediately contacted
your office to conduct an audit. At about the same time, | was able to replace the Receivership's former
ClO - who had no prior state government experience — with a ClO, Jamie Mangrum, who had decades of
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Letter to Elaine Howle

Re: Investigative Report No. 12008-0805
January 15, 2009

Page 2 of 2

state IT experience, and | directed Mr. Mangrum to immediately begin reviewing our processes to ensure
compliance with state law. As previously found by the federal court in Plata v. Schwarzenegger, not only
was the clinical side of the prison medical system broken prior the Receivership, but the administration
of the contracting system was also in shambles. See generally March 30, 2006 Order re State Contracts

and Contract Payment Relating to Service Providers for CDCR Inmates. While progress has been made

in this regard, for better or for worse, the greater balance of the resources of the Receivership under my
predecessor were applied to addressing the abhorrent clinical conditions on the ground in the prisons.
This, as found by Mr. Mangrum and made clear by your report, may have been at the expense of the need
to focus a greater degree of effort on much needed administrative controls. Mr. Mangrum, for example,
discovered that policies and procedures had simply not been implemented. Subsequently, we began to
establish those polices as soon as possible. In addition, we have also worked closely with the Department
of General Services to ensure that the continuing use of services from the IT vendor at the center of your
investigation is appropriate and in the best interest of the state. To that end we have sought and obtained
an appropriately justified approval for an NCB for the ongoing use of the services.

The results of your audit confirm my fears that the one bad IT contract | had seen was but the tip of an
iceberg. Your audit also confirms that Mr. Mangrum’s quick actions to establish policies resulted in immediate
improvements. Recent actions since the completion of your investigation, for example, the adoption of a
formal policy governing use of the federal court’s waiver of state contracting laws, will also lead to further
improvements. Achieving perfection in processing IT contracts remains a challenge under the state’s overly
complex IT procurement rules, but | am heartened at our improvements and confident that, with the
information provided to us by your audit, we can do even better.

Sincerely,
(Signed by: John Hagar for)

J. Clark Kelso



(Agency response provided as text only.)

Department of Corrections and Rehabilitation
Office of the Secretary

PO. Box 942883

Sacramento, CA 94283-0001

January 14, 2009

Ms. Elaine Howle, State Auditor
California State Auditor

Bureau of State Audits

555 Capitol Mall, Suite 300
Sacramento, CA 95814

Dear Ms. Howle:

California State Auditor Report 12008-0805
January 2009

Thank you for providing us a copy of your draft report concerning your investigation into the California
Prison Health Care Services' (Receiver) improper contracting decisions and poor internal controls.

We agree with the factual findings in your report regarding improper contracting. In fact, it was California
Department of Corrections and Rehabilitation (CDCR) employees who correctly identified many of these
concerns in the first place. In each instance regarding the 45 purchase orders that your report deems
improper, it was CDCR employees who correctly identified these improprieties, raised their concerns to

the Receiver's office and refused to execute these purchase orders. We agree with the suggestion in your
report that our managers must continue to review contract documentation and abort any transactions

that violate applicable contracting requirements. We also appreciate your recommendation to improve our
communication with the Receiver’s office to ensure our continued future compliance in this regard. We look

forward to doing so.

Thank you for your work in this area. If you have any questions or need additional information, please

contact me at (916) 323-6001.
(Signed by: Matthew L. Cate)

MATTHEW L. CATE
Secretary
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Members of the Legislature

Office of the Lieutenant Governor

Milton Marks Commission on California State
Government Organization and Economy

Department of Finance

Attorney General

State Controller

State Treasurer

Legislative Analyst

Senate Office of Research

California Research Bureau

Capitol Press





